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Abstract: 

Vehicular Ad hoc Network (VANET) is a new type of Mobile Ad hoc Network (MANET) which refer 

to a set of smart vehicles used on the road. Based on wireless Local Area Network (LAN) technology, 

these cars deliver communication services to each other and to Road Side Infrastructure (RSU). Road 

accidents and related sequences are becoming more common over the world, necessitating the 

development of methods that include road safety and regulation. Even vehicles with short-range 

networks can successfully use VANET to construct an intelligent transportation system (ITS). Travelers 

will benefit from VANET since it will improve road safety and convenience. However, such technology 

is already subject to a number of vulnerabilities, posing a slew of security issues that must be addressed 

before VANET technology can be used realistically and securely. The key advantages of VANETs are 

such that they improve traffic safety and vehicle protection while also safeguarding drivers' privacy from 

malicious attacks. Because the information communicated is dispersed in a freely accessible 

environment, safety is among the most important challenges associated to VANETs. This paper offers a 

summary of security concerns and the challenges they provide. The various types of VANET 

applications are discussed, as well as certain security needs, threats, and designs for addressing the 

security issue.  

 

Introduction:  

MANET has a subset called VANET. Each node in a VANET is a vehicle or RSU (Road Side Unit) that 

may freely travel within the subnet while remaining connected. Each node interacts with other nodes 

either in a single hop or multiple hop fashion. Drivers can choose between safe and non-safe services 

provided by VANET. Each node connects with the rest of the network. Via one or more hops. VANET 

offers two types of services to drivers: safe and non-safe.  

Vehicular Ad hoc networks are made up of network nodes (sensor-equipped automobiles), stationary 

equipment (Road Side Access Point), and mobile networks that allow them to communicate with one 

another. Driving safety is the most critical service supplied by these networks. Road accidents claim the 

lives of around 1.3 million people worldwide, with another 20-50 million injured. Traffic collisions were 

ranked as the 9th biggest cause of death [1]. According to one study [2], 60 percent of incidents can be 

stopped if the motorist receives the alert even quarter a minute before the collision. This significant rise 

in car accidents can be mitigated by using cutting-edge technology to provide real-time information to 

drivers regarding vehicle health parameters, road conditions, traffic bottlenecks, and weather 

forecasting. With the growth of Intelligent Transportation Systems (ITS), the internet of vehicles, also 

known as the (IoV),[3] the basic of interaction required communicating data on crises and changing 

traffic patterns have been enhanced. 

According to a recent estimate by the IoT tracker service, the connected auto industry will grow by an 

additional 270 percent by 2022, encompassing more than 125 million vehicles [4]. This significantly 

increases the scale and complexity of currently operational vehicle ad hoc networks, often known as 

VANETs. Aside from operational problems, the rapid growth of vehicle connectivity has resulted in 

major security and data confidentiality concerns about the development and extension of VANETs 

design.  

VANET technology has a variety of benefits, including a decrease in the number of accidents, a more 

joyful driving and travelling experience, and the simplicity of different payment methods for tolls, 
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parking, and gasoline, among others. Users on the road use a variety of applications for quality and 

reliability, traffic control, navigation system, caution, comfort, maintenance, musical exchange, and 

network gaming [5].  

These applications send and receive messages including such emergency information transmission, 

traffic collisions, and road surface warnings to improve traffic safety and travel efficiency. These 

applications necessitate node-to-node data transfer. . The message's content can influence driving 

behavior. This may modify the network topology, and security may be jeopardized if a hostile user 

modifies the message [6]. A few possible attacks include Denial-of-Service (DoS) attacks, in-transit 

traffic malicious attacks, impersonation, and hardware tampering, as well as causing traffic jams, 

spreading bogus information, cheating positioning information, disclosing IDs, replaying, masquerading, 

or forging data, violating privacy, or causing wormholes[7]. 

 

Literature Survey: 

This section contains a research report on the most recent prospective options for protecting the VANET 

network. This paper's [8] goal is to provide a summary of security issues and the challenges they 

provide. There includes discussion of the many types of VANET applications, as well as some specific 

security, hazards, and designs to deal with the security challenge.  

This article [9] provides a brief summary of all the most challenging VANET challenges, and even some 

well-known solutions. Later, author discussed the latest research and our long-term goals. By reading 

this article, researchers and academics will gain a better grasp of VANET and existing research in this 

new area. 

This article [10] focuses on examining important VANET threats and discussing feasible solutions, with 

a focus on Block chain Technology-based solutions. This study [11] is unique in that it investigates 

privacy protection in VANETs from the aspect of safety and dependability. It also presents a critical 

evaluation of numerous attacks, identity fraud, manipulation, and other strategies employed in cutting-

edge VANET solutions for location privacy protection.  

Author [12] study examines the state of the art in vehicular trust management, focusing on the variables 

studied such as weight quantification, threshold quantification, misbehavior detection, and so on. 

Furthermore, an overall IoV architecture, constituents under the notion of trust, and IoV-related assaults 

have been provided, as well as open research problems in the subject domain. 

 

Challenges of VANET 

 Authentication: Authentication is required for all messages sent from one vehicle to another. Each car 

in the network will be authenticated by the central authority [13]. 

Security and trust: Security issues are occasionally addressed in travel applications, particularly in 

terms of the passenger's comfort, and this is due to the fact that everyone works together. Customers will 

not embrace warning systems if privacy & safety are not assured. Among the most important concerns 

in VANET security is trust and reliable software. Security maps for VANET algorithms might also 

cause message delivery delays [14].  

Environmental impact: VANETs use electromagnetic radiation for connectivity. These waves have an 

impact on the ecosystem. As a result, the ecological damage of deploying VANET must be examined 

[15]. 

Reliability: The information you get in interaction should be accurate and complete. Periodic system 

verification is carried out to ensure that that factually incorrect material is removed. 

Availability: These systems deal with sensitive information, therefore it should be accessible to all 

authenticated persons quickly and simply. 
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Volatility:  The time it takes for two nodes to link can fluctuate, and also an event like this may only 

happen once. Because each vehicle is mobile, the connections between them would be lost and might 

remain thus for a short amount of time within a few wireless hops [16, 17]. 

 

ATTACKS IN VANET 

Denial of service (DOS) attacks: Among the most popular VANET attacks is DoS. Vehicles attacked 

in the VANET network, either internally or outside [18]. The attacker essentially precludes any feasible 

kind of activity by blocking vehicle connection. This assault, called as a distributed denial of service, 

can be carried out by a large number of attackers at the same time (DDoS) [19]. 

Jamming attack: A heavily generated signal of an equivalent frequency disrupts the VANET channel 

of communication. It is the most dangerous security application assault because a genuine security 

warning was not followed. If the jamming attempt is effective, the valuable signal will be disrupted at 

the same moment as an occurrence [20]. 

Black hole attack: It's one of the VANET's security threats. The attacking node refuses to take part in 

the attack and even drops the data packet [21]. As a result, this form of attack has a greater impact on the 

vehicle network. 

Gray hole attack: It occurs when autonomous cars seek to send certain data packets while removing 

another without being traced [22]. 

Spamming: Spam assaults are aimed at consuming bandwidth and delaying transmission. Users are 

uninterested in spam messages, which are similar to advertising messages [23]. 

Tunneling attack: This is similar to the wormhole assault. Using the same connection, starting a private 

chat on a channel known as the tunnel. The attacker connected to the VANETs from two different 

locations. As a result, nodes that are far away can connect as neighbors [21]. 

Masquerading: One attacker is defined in this attack by some other vehicle's fake identity and 

appearance as a valid node. As all cars interact, the attacker imitates a man in the centre middle and 

spoofs them as the second vehicle. This is also a calculated attempt to influence the outcome [24]. 

Replay attack: By repeatedly giving authentic data and inserting signals and answers obtained by the 

VANET network, the hacker seeks to repeat or postpone false transmission. It can be difficult for traffic 

police to identify automobiles in the event of an accident [25]. 

Table 1.Summary of various attacks in VANET 

Property  

 

Possible 

attack  

Attack effects  

 

Ease of attack  

 

Authentication Dos Users are unable to connect with one 

another due to a denial of channel 

service in the network. 

High 

 Replay attack Every packet was received by the rogue 

node, which transmitted them to all 

nodes at various times. 

Medium 

 Message 

spoofing 

The inaccurate location information has 

led you in the wrong way. 

Medium 

 

 Bogus 

information  

 

Attackers disseminate false information 

to all other vehicles at the same time, as 

well as across all wireless networks. 

Medium  

 

 Sybil attack  

 

Multiple identities can be assumed by a 

single compromised node. 

High  

 

Confidentiality  

 

Eavesdropping  

 

Take the car's owner's (or driver's) 

critical and personal information.  

High  
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 Blackhole & 

Grey hole  

Instead of spreading across the network, 

the information has been prevented. 

Moderate  

 

 Man- in the 

middle  

 

It occurs when a rogue node disrupts the 

relay (or) tampers with the genuine 

messages sent between legitimate 

nodes. 

High  

 

 Timing attacks  

 

The process of creating real-time 

material has evolved. 

High  

 

 Injection attack  

 

The attackers provide incorrect data to 

the automobile bus system. 

High  

 

 Location 

tracking  

 

For tracking attacks, attackers can 

gather and change location tracking 

data. 

High  

 

 Brute force  

 

The attacker cracks the key in 

cryptography with the help of the 

approach. 

High  

 

 Id disclosure  

 

Obtain the vehicle's ID and follow the 

vehicle's path. 

High  

 

 

Availability  

Flooding 

attack  

A large number of packets fall on a 

node, causing it to become unavailable. 

High  

 

 Jamming 

attack  

The attacker jams the channel with the 

jammer signal. 

Medium  

 

 Amalgamation 

attacks  

 

A group of rogue nodes banded together 

to launch harmful attacks such as 

isolating the legal node. 

 

Low  

 

 

Integrity  

 

Alter the Real 

message  

 

The information obtained by the 

compromised node is modified and 

distributed by the compromised node. 

 

High  

 

 Forgery attacks  

 

The hacked node alters the correct time 

and location. 

High  

 

 Illusion attack  

 

The exploited node deceives a car's 

sensors and sends neighbors false traffic 

warning alerts. 

 

High  

 

 Masquerading  

 

The attackers steal the authentic identity 

in order to get sensitive information. 

High  

 

 Broadcast 

tampering  

 

The attackers exploit the car 

maintenance time to interfere with the 

vehicle's hardware. 

High  

 

 

 

Application: 

The emergence of smart automobiles opens up a plethora of new potential VANET applications. These 

applications are divided into two categories: Intelligent Transportation Applications (ITA) and Comfort 

Applications (CA) [7]. The ITA is organized into two subgroups: Transport Safety Applications (TSA) 

and Transport Efficiency Applications (TEA) (TEA). The primary goal of ITA is to avoid and prevent 

traffic accidents [26]. TSAs are individuals who deal with emergency circumstances, whereas TEAs are 
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more concerned with avoidance. Comfort Applications, whose objective is to make the driving 

experience even better for both travelers, will be utilized largely for news and entertainment [27]. 

Eight applications were recognized by the Vehicle Safety Communication (VSC) Consortium, which 

was founded by the government and the private sector [28]: (1) Traffic Signal Violation Warning:  The 

purpose of Traffic Signal Violation Warning is to alert drivers when they are going to break a traffic 

signal that allows a halt (a red light, a flashing red light, a stop sign, a railroad crossing, etc.), and (2) 

Curve Speed Warnings:  RSUs send out alerts to approaching vehicles in this application. Curve 

position, curve speed limits, curvature level, information about the road banks, and road surface 

conditions are all examples of information that can be transmitted. As a result, drivers can be alerted to 

possible hazards ahead of time [29]. (3) Emergency Electronic Brake Lights: The EEBL app is part of a 

Collaborative Adaptive Cruise Control (CACC) system that leverages network data to immediately 

brake the automobile if the driver does not respond to the warning [30]. (4) Pre-Crash Warning: If a 

collision is necessary, the car involved will send a pre-crash warning signal to other vehicles, giving 

them more time to respond and potentially avoiding a fatal pileup [31]. (5) Cooperative Forward 

Collision Warning: It developed to help drivers prevent or lessen rear-end crashes with vehicles front by 

alerting them to a potential collision. (6) Left Turn Assistant: It provides real-time traffic information to 

help drivers make a left turn at a signalized intersection where there is no left-turn arrow. . (7) Lane 

Change Warning: This software alerts the driver if a planned lane change might result in a collision with 

another car. (8) Stop Sign Movement Assistance: This programmer issues a caution to a vehicle 

approaching an intersection after coming to a complete stop at a stop sign. 

The TEA seems to be more intriguing because of its involvement in accident prevention. The most 

important application in this division is traffic control. This application's special scenario could be traffic 

surveillance programs, in which nodes are alerted about the traffic problem forward. They can then offer 

an alternative route depending on the info they've gathered [32]. Furthermore, the on-the-fly real - time 

traffic analysis will aid in the avoidance and reduction of road congestion. If a node becomes aware of a 

line ahead or a specific scenario that may generate congestion, it will adjust the route if possible. Several 

other applications, such as on-board guidance, location-based solutions within the vehicle, traffic 

violation applications, and cooperative driving for VANETs, might be anticipated in smart vehicles and 

VANETs [33, 34]. 

The goal of comfort programs, which are sometimes known as infotainment apps, is to improve the 

user's driving experience. There are numerous applications that can be used. The goal is to have a 

connection that allows access to all online applications, including music, streaming video, email, games, 

and adverts. Other comfort programs, on the other hand, can be used even if you don't have access to the 

Internet. These apps provide weather data, interactive communications, gaming networks, information 

about hotels, gas stations, restaurants, payment systems, and other location-based services. Drivers who 

have mechanical emergencies can use maintenance apps to get remote aid from a technician service 

through a wireless diagnosis and intervention [7, 35]. 

 

Discussion: 

Table 2. A Review on Security Aspects in VANET 

Author Objective Drawbacks 

R.Waghmode et al [ 36] To keep your vehicle safe, use 

group-based V2V 

communication. 

This approach can be used to 

This approach entails a one-

time group authentication 

process, after which only V2V 

communication is conducted 
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track down a malicious 

vehicle that sends out a bogus 

message. System has 

improved, as has the cost of 

calculation. 

within the group using the 

symmetric key mechanism. 

M. Raya et al [37]  Various Revocation protocols 

were discussed (RTPD, 

RCCRL, and DRP). The 

LEAVE protocol is used to 

secure the system's 

functioning.MDS can be used 

to identify faulty nodes. 

Only monitoring is used in 

these strategies. Not suitable 

for a reputation system. 

Bloom filters have a high rate 

of false positives. 

Zhang et al [38] The use of a group signature is 

a good idea. 

Mobility keeps a group alive 

and protects it from becoming 

stagnant. 

Kenneth et al. [39] CRLs are distributed in an 

epidemic way using cars. 

Increases the speed of 

dissemination. 

Constraints in terms of 

bandwidth and hardware. 

Performs only RSU 

distribution points-based 

techniques. 

Jasson et al. [40] For exchanging CRL updates, 

a simple approach was used. 

Reduction in the number of 

certificates revoked. 

Due to the large number of 

cars, CRLs are long. In a high-

traffic area, performance is 

poor. 

Zhang et al [ 41]  To achieve security principles, 

signcryption and group 

signature mechanisms were 

discussed. Physical road limits 

can be exploited efficiently 

and correctly dispersed RSUs 

using this protocol particular 

feature such as mobility. 

If one of the RSUs fails, the 

network's operation is 

disrupted. The performance 

rate falls as the load increases. 

 

Conclusion: 

VANET requires a safe and protected atmosphere because it is a means for sharing safety information. 

Due to its extremely dynamic nature, wireless method of communication, and regularly changing 

topology, VANET presents a large attack surface. Furthermore, VANET's distinct technique raises new 

security risks, such as location finding, illegal tracking, and jamming. Because of its enhanced 

capabilities of delivering safe, secure, and comfortable driving, VANET is now widely used. VANET, 

its characteristics, and the necessity for VANET security are all hot subjects in the current context. On 

this work, we conducted a literature analysis on various forms of assaults, their applications, and 

different sorts of attackers in the VANET. 
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