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Instructions: 
1. All questions are compulsory unless and otherwise stated. 
2. Bold figures to the right of every question are the maximum marks for that question. 
3. Candidates are advised to attempt questions in order. 
4. Answers written illegibly are likely to be marked zero. 
5. Use of scientific calculators, Log tables, Mollier Charts is allowed. 
6. Draw neat and labelled diagrams wherever necessary. 

 
Q.1.  

 
Fill in the blanks.  

 
(5) 

 1. ________ is a program to query Internet domain name servers.  
 a) Nslookup b) tracert  
 c) telnet d) Ping 

 
 

 2. ________ sends out an ICMP Echo Request packet and awaits an ICMP Echo Reply 
message from an active machine. 

 

 a) MX record b) traceroute  
 c) telnet d) Ping 

 
 

 3. In Client Server Netowrk, A central computer, or __________, acts as the storage 
location for the files and applications shared on the network. 

 

 a) Server b) Client  
 c) Host d) switch 

 
 

 4. ________ reveals the IP of the mail server.  
 a) MX record b) tracert  
 c) telnet d) Ping 

 
 

 5. In ________  attack, server is bombarded with IP fragments that have overlapping 
offset fields. 

 

 a) Ping of Death b) Teardrop  
 c) SYN  d) LAND  
   
Q.2. State True/False.  (5) 

 1. shell command displays information that can be used to diagnose Domain Name 

System (DNS) infrastructure.  

 

 2. COM1 & COM2 are the types of virtual ports.   

 3. Threat is an action or event that might prejudice security.   

 4. Human-based Social Engineering refers to person to person interaction to retrieve 

the desired information.  

 

 5. All the passwords of windows operating system are stored in passwd file.   

CB 
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Q.3.    Answer the following.  (Solve any 5) (10) 

 1. Explain the function of Bridges in Networks?  

 2. Explain the term “White Hack Hacking”.  

 3. Explain the term “Vulnerability”.  

  4.  Define the term “Dumpster Diving”  

  5.   Define the term “Reverse Social Engineering”.  

  6.   Define the term “Polymorphism”.  

  7.   Explain the use of subnetting in Class C network.  

   
Q. 4. Answer the following in detail.  (Solve any 6) (30) 

 1. Write a short note on “Three Way Handshake”.  

 2. What is port scanning? Explain any two types of port scanning.  

 3. Define term “Network”. Explain following types of Network;  a) MAN   b) WAN  

 4. Write a short note on “Reverse Engineering”.  

 5. Write a short note on ‘Non-Technical Attack’.  

 6. Explain the PING command in detail with options.  

 7. Write a short note on “Honeypot”.  

   

Q. 5. Answer the following in detail. (Solve any 1) (10) 

 1. Explain in detail TCP/IP 5 layer Model.  

 2. Explain in detail working of any 5 networking hardware components.  

__________________ 
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