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Abstract 

One of the most significant study topics in intelligent transportation systems is rapidly becoming 

VANETs, which offer basic protection and warning for drivers and passengers (ITS). It is put up on 

the roads employing accessible cars and base stations to support the road infrastructure. Accidents are 

any environmental activities that have the potential to be destructive or dangerous to human life. The 

broadcast delay and early detection are crucial elements. Building an intelligent transportation system 

is a major objective for developed nations in order to raise people's quality of life (ITS). This study 

explored VANET incident detection innovations and approaches. We also outline the problems and 

challenges. 
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Introduction: 

Both the scientific and business communities have long been interested in the Vehicular Ad Hoc 

Network (VANET). The VANET system benefits end users by enabling the early transmission of 

information about network and roadside traffic accidents. As a tracking and prior warning strategy 

for ITS during the initial stages of a based decision accident, VANET can be used to provide a strong 

stimulus signal to mitigating systems. A self-organizing network is VANET [1]. All participating 

vehicles in VANET are converted into routers or wireless nodes, enabling vehicles up to 300 metres 

distant to connect to a vast network. Since cars lack network coverage and signal range, other 

vehicles can link to them to create a mobile internetwork, as shown in Figure 1. 

Using a combination of Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) 

communication technologies, Vehicular Ad-hoc Networks (VANETs) have recently been developed 

to alert drivers about traffic incidents such as accidents, road closures, breakdowns, and other traffic 

difficulties. In the majority of these systems, it is up to individual vehicles to determine whether an 

event is present based on surveys from other vehicles. This opens the door to a plethora of risky and 

well-documented security vulnerabilities intended to induce vehicles to draw incorrect conclusions, 

thus resulting in more clogged roads and a higher risk of fatal accidents. 

Both nearby automobiles and stationary gadgets can link to VANET cars. The main objective of 

VANET is to ensure the comfort and wellbeing of passengers [2]. There are several VANET 

applications available, including resource sensitization, risk management, impact prevention 

techniques, vehicle monitoring, and safer navigation [3, 4]. 
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Figure 1.VANET architecture [5] 

As a result of the sharp decline in traffic accidents, 60% of collisions may be prevented if the driver 

received a warning within 0.5 seconds before impact. Safety software could be employed in the 

interim to alert vehicles when the next path is too close. Here, we examine the event detection 

techniques currently in use. 

Section 2's discussion of cutting-edge systems forms the framework for the remainder of the essay. 

Section 3 illustrates the problems and disagreements in incident detection, and Section 4 brings the 

paper to a close. 

Literature Survey: 

Many attempts have been made in the past to create an early incident detection system that can 

identify errors in intelligent transportation systems as quickly as possible, to give people accurate 

primary information about alert data, and to possibly reduce the amount of resistance that they might 

encounter. The research projects that have been done to create an early incident detection system are 

covered in the section that follows. Information about traffic incidents is provided by vehicle ad hoc 

network incident detection & management approaches. The three categories of approaches that are 

currently available are automated incident detection (AID)[6], NOTICE[7], distributed automatic 

incident detection [8], and architecture of early detection of event[9]. 

M. Jain and R. Saxena et al. investigated four solutions and four security attacks in VANET systems. 

They employ four main methods to attack VANET networks: A few examples of attacks in this area 

are: 1) a routing attack, which includes the gray/black hole and Sybil assault attacks; 2) an attack on 

integrity, which includes a modification attack; 3) a privacy attack; and 4) the DOS, jamming, and 

spamming assaults. Attacks through jamming, spamming, and DOS are all feasible[10]. Based on the 

attack source (internal or external), attack form, and security criteria, authors [11] classified assaults 

in VANET (confidentiality, integrity, accessibility, and authenticity). 

In a study, [12] assessed the efficacy of data that was used and largely obtained from several roadside 

sensors. They emphasised how challenging it was to find accurate, dependable data. He promoted the 

use of Microwave Sensors (RTSS) and gave various instances from Ontario to illustrate the need for 

more reliable traffic data for traffic control systems. He also provided techniques for identifying these 
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mistakes and assessing such models using actual data. Based on differences in road and 

infrastructure, authors in [13] have presented a model to estimate the period between accidents and 

clean-up. Even IT technology is now used for incident detection, traffic, and other things. 

A approach for estimating traffic flow that was developed by researchers [14] and shows promise 

uses GPS data. These investigations make use of neural networks [15], supporting vector machines 

[16], or hidden Markov models [17]. In order to identify data abnormalities, [18] investigated the 

combined Toronto COMPASS traffic accident detection algorithm based on distance, road use, & 

speed factors. 

By assuming generic distributions for vehicle headways, authors in [19] explored connectivity 

concerns and provided an analytical model for the vehicle connectivity on two parallel highways. 

However, the majority of publications used simulation models to test these applications' efficacy. 

Researchers [20] developed VEINS, a hybrid environment for bidirectional modelling that combines 

the network simulator OMNeT++ and the SUMO simulator for traffic on roads. Based on alarms 

generated by moving objects at zero speed, they developed a straightforward incident detection 

technique and put it to the test in several event scenarios. 

The coefficient of variation of speed at the upstream detector & the correlation coefficient of speeds 

of 2 adjacent detectors are enhanced statistical metrics into traffic data utilised to detect an incident 

and are depicted in [21]. 

In [22], a hybrid approach that compares real-time traffic with projections of the typical traffic for the 

current time point based on preceding normal traffic is developed to detect events. 

In [23] suggests a Bayesian approach to traffic incident detection that centres on counts of lanes 

shifting that are recorded in each road segment. In such architecture, all vehicles are fitted with high-

accuracy GPS, which records their positions and transmits any lane change to roadside units. These 

units then keep the times and locations of all lane changes that have taken place on the road segment 

that is connected to them. In [24] proposed a centralized system with a two-phase anomaly detection 

algorithm that makes use of the cooperative capacities of a distributed communication system among 

cars. The first phase involves each vehicle separately examining a set of circumstances for lane 

changes, density, and average speed between adjacent road segments.A voting system among the 

vehicles is used in the second phase to confirm the presence of an obstruction site on the road. 

Table 1Comparative analysis 

Proposed scheme 

methodology  

Issues identified  Benefits  Simulation tool  

In [25] An 

emergency message 

dissemination system 

based on the VANET 

and FoG vehicle 

technology 

congestion reduction 

scenario.  

The moving 

neighbours' speeds, 

directions, and 

densities are 

incompatible. 

Reduces accessibility 

delays and 

congestion.  

MATLAB  

In [26] The actor 

modelling language, 

Frameworks centred 

on simulations cannot 

conduct and 

operation were 

Afra -modeling and 

verification IDE  
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as well as different 

model regulate 

engines, are 

employed.  

conduct reliable 

analyses. 

outstanding.  

In [27] A novel 

method for improving 

VANET 

dissemination 

systems in order to 

prevent future cases 

of emergencies and 

hazards through the 

use of a heuristic, 

fast, and real-time 

method.  

Network efficiency is 

determined by a 

number of factors, 

such as bandwidth 

utilization, 

transmission latency, 

& quality of service 

(QoS). 

Improved cluster 

length, delivery rate, 

& overhead 

efficiency. 

A novel method for 

improving VANET 

dissemination 

systems in order to 

prevent future cases 

of emergencies and 

hazards through the 

use of a heuristic, 

fast, and real-time 

method. 

In [28] to address the 

weather issue, 

vehicles are 

adaptively grouped, 

& a location-based 

strategy aimed at 

lowering 

communication 

barriers is proposed 

to ensure that urgent 

messages are 

disseminated in real 

time.  

High mobility in-

vehicle networks 

cause frequently 

changing network 

topology, which 

contributes to 

network instability. 

Increased 

transmission latency, 

coverage, & delivery 

of packets.  

OMNeT++, VEINS, 

and SUMO  

In [29] When road 

traffic is discovered, 

the motorists of 

vehicles have the 

intensity & position 

of the vehicle. The 

RSU receives an alert 

signal from the car 

involved in the 

incident.  

Transmission with 

fast broadband 

efficiency. Heavy 

traffic detection in 

traffic. Transmission. 

Effective bandwidth 

utilisation Message 

with low overhead 

Net Beans IDE 7.0 

Java  

In [30] An RSU 

broadcasts the 

emergency message 

to the other RSUs in 

Distribution of 

network capacity 

broadcast-storm issue 

Network congestion 

High throughput. 

End-to-end High 

delivery rate of the 

packet  

NS-2.0  
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its network. It keeps 

an emergency 

message from being 

duplicated. Such 

messages allow the 

driver to choose a 

different route to 

avoid an accident.  

detection.  

In [31] The car 

chooses the best 

carrier and sends the 

emergency message. 

The transmission 

vehicle transmits the 

emergency message 

to the RSU.  

The likelihood of an 

accident determining 

interaction with 

messages in 

VANETs. 

Fewer overhead 

message.  

MATLAB, R2011b 

Version  

In [32] All 

automobiles in the 

cluster secure the 

message in order to 

just provide detailed 

info. A traffic 

incidents in the very 

same cluster is 

recognised, & 

incident information 

is being sent to other 

automobiles in the 

cluster. 

Simple Flooding.  Transmission chain 

cluster size. Driver 

reaction time.  

SUMO, OMNET++ 

VEINS, Clustering 

Algorithm 

Techniques  

In [33] A framework 

for reliable 

emergency message 

dissemination 

(REMD) is proposed, 

which guarantees 

predefined message 

reliability in a wide 

range of channel 

conditions while 

meeting delay 

requirements.  

Recent emergency 

message distribution 

schemes fail to meet 

pre-defined loss 

channel reliability. 

REMD satisfies 

latency requirements.  

NS3, VEINS, and 

SUMO  
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Research findings, Issues and challenges: 

Issues and Challenges: 

A. Scalability: In addition to a broadcast storm, high VANET circumstances might cause other 

issues. This danger has been found and dealt with. 

B.  Quality of Service (QoS): One of the most crucial problems to be solved when choosing 

implementation strategies for a VANET is the quality of service (QoS). 

C.  Real-Time System: The lack of connectivity hinders the creation of real-time apps. As a 

result, it can be difficult to send alerts to some apps in time before the deadline. 

D.  Movement Patterns: A lot of mobile nodes (like a car's speed, for instance) may be able to 

recognise VANET. This excellent mobility will serve as the foundation for road design 

(roadway RSUs mall roads). The automobiles aren't driving badly; they're presumably on two 

pre-established roadways. Anomalous changes in the car's route are usually only seen at 

bridge crossings. 

E. Highly Heterogeneous Vehicular Networks: As mobile computer technology developed and 

spread, several non-interoperable wireless networking solutions appeared. The seamless 

integration of different cable networking networks is therefore rather challenging with regard 

to node control, quality of operation, routing, authentication, and payment within a particular 

network topology. 

 

Research Findings: 

Following research gap is seen in the systems studied in literature survey 

In general, it is challenging to identify lightly laden and unblocked collisions since the difference 

from the regular traffic pattern may be negligible. Most of these algorithms are unable to pinpoint 

precisely when or what happened. The high ILD failure rate and maintenance expenses are an 

additional limitation. It is particularly difficult to trust cell phones since minor accidents—failures 

that occur at higher levels and may not endanger other drivers or other obstructions that block only 

one lane—typically do not harm other motorists. The majority of systems have significant mistake 

rates and high system maintenance costs. In order to more accurately detect the instances, researchers 

must develop more effective algorithms and techniques. 

Conclusion: 

This review study thoroughly covers every incident detection method currently in use. Current 

strategies have been examined using traffic monitoring and event detection as a foundation. The 

paper provided a relevant study on roadway incident detection systems, working with the benefits 

and downsides. Additionally, apps for incident detection and management have looked into 

proprietary event detection approaches. This review article included a thorough summary of field 

research initiatives. On the other hand, the literature has offered a thorough evaluation of related 

work in areas such traffic monitoring techniques, incident detection methods, VANET data 

aggregation, VANET security, and traffic data. The study compared the advantages and 

disadvantages of every accident detection system currently in use. 
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