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Instructions: 1) All questions are compulsory.

Q.1

2) Figure indicate to the right full marks.

Answer the following question. (15)

A) Explain in detail Role of of Certifying Authorities under Information Technology
Act,2000
OR

B) Critically examine cyber law issues in Intellectual Property Rights (Copyrights, Trade
Marks and Patents).

Answer the following question. (15)

A) Explain in detail Offences/ Cyber Crimes under the Information Technology Act,
2000
OR

B) Explain in detail the legal issues in Cyber Contract and E commerce.

Write Short Notes. (any four) (20)
a) Cyber Appelate Tribunal

b) Cyberspace

¢) Origin of Internet

d) Theories of Jurisdiction in Cyberspace

e) Concept of Digital Evidence

f) Cyber Terrorism

Answer the following questions. (20)

A) A management trainee of the bank was engaged to be married. The couple exchanged
many emails using the company computers. After some time the two broke up and the girl
created fraudulent email ids such as "indianbarassociations™ and sent emails to the boy's
foreign clients. She used the bank’s computer to do this. The boy's company lost a large
number of clients and took the bank to court. The bank was held liable for the emails sent
using the bank's system.

Answer the following questions from the above case.

1-Which type of Cyber Crime is Faced by the bank.?

2- Under which section of IT Act 2000 the offendor will be charged and punished?
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OR

B) In August 2018, the Pune branch of Cosmos bank was drained of Rs 94 crores, in an
extremely bold cyber attack. By hacking into the main server, the thieves were able to
transfer the money to a bank in Hong Kong. Along with this, the hackers made their way
into the ATM server, to gain details of various VISA and Rupay debit cards.

Answer the following questions from the above case.

1- Under which section of IT Act 2000 the hacker will be charged and punished?
2- Which type of Cyber Crime is Faced by the bank?
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